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SECURITY AT THE

NETGARD LOCK HIGHEST LEVEL.

WHEN DOCUMENT SECURITY AND COMPLIANCE ARE PARAMOUNT TO YOUR AGENCY.

KYOCERA NetGard Lock is a CAC/PIV (Common Access Card/
Personal Identity Verification) authentication solution that provides
an exceptionally high level of security in work environments where
compliance is mandatory. Easily installed via port plug-in on

any Kyocera MFP or printer, this embedded all-inclusive solution
requires users to authenticate when logging on to networked
devices, and ensures a highly secure environment by utilizing a
smartcard (CAC/PIV) and PIN.

KYOCERA NetGard Lock prevents unauthorized users from
accessing important and highly safeguarded content by controlling
scanning, copying, print release and faxing, all of which are

KYOCERA NETGARD LOCK TAKES SECURITY TO THE prohibited without a smartcard and PIN. When using the Secure

NEXT LEVEL, PREVENTING UNAUTHORIZED USERS FROM Print Release feature, documents will only be released to the

ACCESSING IMPORTANT AND HIGHLY SAFEGARDED author at a Kyocera device, upon proper authentication. Once the

DOCUMENTATION. smartcard is removed, the session terminates for an added level
of security.

Installation is easy, with the embedded authentication solution
plugging right into the Kyocera MFP or printer. Web-based
administration via SSL allows for seamless integration and quick
setup. KYOCERA NetGard Lock has everything an administrator or
IT project manager needs to be confidently compliant and secure.

In government agencies where security and compliance are mandated, > IS0 Certified and Networthiness Certified
KYOCERA NetGard Lock offers an affordable solution that meets Homeland > FIPS 140-2 Validated
Security Presidential Directive (HSPD-12) with a multi-authentication > CAC/PIV authentication for NIPRNet and SIPRNet networks
method. It also meets compliance with the U.S. Department of Defense > Prevents unauthorized access and distribution of
(DoD), which is necessary when accessing network-based MFPs or printers. network documents

> Secure Print Release with mandatory CAC/PIV authentication
> Multi-authentication using smartcard and alphanumeric PIN > Session terminates instantly when smartcard is removed

> An embedded solution for Kyocera MFPs and printers

Specifications and design are subject to change without notice.
For the latest on connectivity visit usa.kyoceradocumentsolutions.com.
NetGard is a trademark of API Cryptek, Inc.
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